[Intro Music]

Samantha:
Samantha Lewis here to introduce our latest podcast. Our hosts today are Barry Render, author of the number one operations management title on the market, and Misty Blessley, professor of supply chain at Temple University.
Today, Barry and Misty will be interviewing Kyle Stevens, Senior Director at General Dynamics, who will be speaking about the impact of AI on the workforce.

Barry:
Thanks for the introduction, Samantha, and thanks for joining us today, Kyle. And Misty, thanks for co-hosting again with me, appreciate it. Appreciate your setting us up with Kyle, who's a friend of yours.
Kyle, you're a young guy, but you've had a tremendous background. You've worked for 4 major corporations, and now you're a Senior Director of General Dynamics. Give me a quick background on your, on your work experience that got you to this point.

Kyle Stephens:
Absolutely. So my career has definitely been a little non-linear. The common thread around all of my career development relates to execution. I've spent a lot of my career in environments where the work is complex, the stakes are high, and you constantly have to figure out how to turn strategy into actual performance.
So starting in retail operations at Walmart, this set a great foundation because operations does not let you hide from execution and hide from performance. You know very quickly if the process is working or not. You're dealing with people, you're dealing with throughput, labor planning, customer service, safety, and daily execution.
And then I moved to Northrop Grumman after I graduated from the University of Maryland, where I moved into program management and program execution for mission-critical environments.
From there, I moved to Oracle. I focused a lot on enterprise transformation, clouded customer, ERP modernization, data governance, and large-scale technology adoption.
And then I was at the Department of Defense as a GS‑15 in the Navy, managing portfolio and program leadership tied to mission-critical work, such as the Tomahaw cruise missile warhead area.
And now, currently, I've moved from government to GDIT, where I serve as a senior director on security services, where I sit in growth, strategy, security, and mission support.

Misty:
Tell us what GDIT means. What exactly is GDIT about, and can you give us an example of what you do for them?

Kyle Stephens:
Right, so GDIT is a sister sector to General Dynamics as the main company.
And then there's General Dynamics IT, which is the IT arm for the General Dynamics group. So we support AI, cyber, mission solutioning, so that would be, like, enterprise strategy. And then within GDIT, we provide a unique capability called security services.
So, this is areas like physical security, personnel security, program security, insider threat, secure facilities.
So, what I do specifically is I'm part of the growth team as in the executive capacity, so I'm building a market and targeting that market by identifying opportunities that the federal government is in need of, or even our other prime contractors that need security support.
You have to be effective at understanding the mission, understanding the risks, customer requirements, it's very technical, acquisition documentation, market intelligence, competitor information, partner data, and putting all this together, all this information in a short amount of time to make executive decisions.
An important context for me is that I use AI to enable that kind of operating model.
To allow for me to execute this type of work and compress information quickly so I can make decisions.

Barry:
So AI is used commonly, or you're seeing it being used commonly in the defense industry, not just at GDIT?

Kyle Stephens:
Right, so… I think it was back in March, we had our president's, your leadership summit, and the expectation she indicated to us at GDIT is, AI is not going away, we're going to give you the tools for an AI to be enabled in your work environment.
If you don't get on board with AI, you're probably not going to have a place here in the future at GDIT. That was… that was the direct messaging from the president of the company. So AI is definitely becoming more common in defense. But the… what I would ex… what I would expect is that the adoption across different types of defense companies is uneven.
So I see people in, like, these three broad groups.
Where the first group does not really understand it yet, they hear the buzzwords, but they're not sure, you know, what is safe, and especially when you're dealing with the warfighter and highly sensitive material, most people don't understand what is allowed or what the real use cases are.
The second group understands the potential, but they're cautious, right? And honestly, in defense, that caution makes sense. You're dealing with classified information, CUI, controlled unclassified information, sensitive acquisition material, export controls, operational security, data rights, insider threat, and risk… mission risk. So there's a lot to unpack with that, right? So there's potential, but it's how do we make sure that we don't break things when we implement that.
And then the third group, which I would consider myself part of, is, what I would call the drivers.  These are the people and organizations trying to figure out how to use AI responsibly for analysis, decision support, cyber defense, workflow acceleration, training, market intelligence, and operational planning. 
That third group is what's driving businesses to really enable AI in the workplace, and I would consider myself definitely part of that group. I've been recently asked to participate in a lot of different types of AI adoption tools and strategies and excellence operating models that build AI into the system. But you can see what this is happening across the defense environment. So in 2025, for example, the Department of Defense awarded major AI contracts up to $200 million.
Took firms like OpenAI, Google, Anthropic, and XAI. So that is a clear signal to me that AI is moving in defense and being part of those workflows.

Misty:
As a driver, how have you personally used AI on the job? Can you give us an example of that?

Kyle Stephens:
So, the biggest value that I use it for is… is… has been speed to insight. So, really executing the administrative burden of compressing information, which takes a lot of time, especially for what I do, which is, you know.
Strategy is all about making the best informed decision that you can, using all the available data that you have available to you. And now, you're competing with companies that don't care as much about the sensitivity of what they show and expose into OpenAI, which, when you, you know, when you upload something to ChatGPT, for example, it is there to be used or training data in the future.
So that's why they recommend not to upload your dissertations or any type of proprietary information in there. But, so, I mean, I deal with a lot of information, you know, acquisition documents, opportunity data, customer requirements, market intelligence, competitor information, all these types of things. And then all the note-taking and compressing information, and then… and taking into context all the leadership, feedback that I get.
This is where AI helps me move through the information a lot faster.  So, I use AI every day to summarize large bodies of material. So, there's, a statement of work which comes from the government, and depending on the contract value, can be anywhere from 15 pages to over 200 pages long. So, for me, I build prompting to quickly scan the PWS, the statement of work, and then map it to my capabilities to, one, determine if it's a capability fit, two, if we have credible space in this, three, who are the competitors that are most likely to bid on that, and then doing a requirements comparison, generating executive talking points, pressure testing assumptions, and organizing all the material that I need to move through what's called the gate review process, which is before we put bodies behind, overhead behind executing the capture strategy and building the proposal to meet the government's expectations. I need to be defensible. So this helps me do this a lot faster in providing more data than ever before to make those types of decisions.
But I want to be clear, I do not use AI to replace judgment.  I use it to reduce the administrative burden so that I can spend more time on the higher value work, the strategy side, the customer understanding, the competitive positioning, and decision quality. There is a difference between AI activity and AI value. AI activity, you know, most people that would assume this would be producing more summaries, more slides, more drafts, and more content, but the value comes from where it improves cycle time, so it reduces how long it takes to execute something, it provides better quality.
It allows you to have more risk awareness, better cost understanding, readiness, or decision making. And that's the part that I care about.

Barry:
Let me ask you a little more controversial question. Before we had gone online today with our podcast, we had been chatting, and you made the statement that maybe 25% of all jobs will be limited in 5 years because of AI. And, what are you doing to upskill people, and what kinds of jobs are gonna survive, Kyle?

Kyle Stephens:
That's a great question. I think one of the biggest mistakes organizations can make is treating AI only as a workforce reduction tool. You see that a lot at, like, Amazon and a lot of the tech companies, but the better question is, how do we use AI to make people more capable?
I think about it in two ways. So, essentially raising the floor, so that's your upskilling, right? So, there's a… there's a talent deficit with people who can maximize their utility by using tools, and we want to raise that floor up. And then also increase the ceiling, so…
Gone are the days where you can get away… In my environment, it's not enough just to have… you're not paying me just for my Rolodex of customer engagement, right? You're not paying me just for that anymore. The ceiling has now increased where these people not only have to do that, but they're gonna have to be more effective in executing the strategy, putting together information more faster, so they're held accountable to those types of things.
So it's a… it's both a combination of raising the floor and increasing the ceiling. So raising the floor means, like, like I said, the less experienced people, you know, they… they… they can produce better first drafts, they can summarize complex information, prepare for meetings, so those are your executive assistants that you would tailor to do more of this type of analytical work, and then you can feed into the operating model, storing this data so that you can make decisions and predictions based off of that.

So it's not just about teaching people how to use prompts, but it's about teaching people how to think with the tool. It's just a tool.  Right? Just like, you know, Excel's a tool, Word's a tool, Zoom's a tool. But I would also be careful with, overly dramatic claims about job loss. I do… I do think a lot of the work will change. It'll essentially mean that there are some jobs that will become less relevant, but that's where you're transforming those people who are doing, you know, travel management into something more proactive, more analytical, more tool-functionably based.
So it's like, it's not really that AI replaces people, it's that AI changes what skills matter and how work gets done. So you're looking at people who are really good at architecture design, people who understand how data layers work, and systems design. So, yeah, I'm not as skeptical of that, you know, the path forward when it comes to job replacement. I think… I think it's on us to really focus on how do we take those people and transform their lives and be more productive for the… for the organization.

Misty:
I am going to switch gears for the next question. I want to talk about data center requirements, and can you tell us about AI when security is concerned?

Kyle Stephens:
So the biggest difference is that in national security environments, security is not just an IT function. It is… it is the people that guard it, it's the people that are responsible for to provide the governance of it, the personal security, the cybersecurity, supply chain security, operational security, all these types of security.
Whereas a commercial cloud or data center environment can be, you know, extremely secure, like, companies like Amazon operate at massive scale and invest heavily in cyber controls, physical security, redundancy, resilience, and compliance. But national security or classified defense environment brings a different type of requirement. You may be dealing with classified information processing, compartmented access, cleared personnel, need-to-know controls, SCIF or SAP requirements.
It's not simply, is the cloud secure? The question would be, you know, secure for what mission, at what classification level, with what data, because those types of things will dictate all the types of physical infrastructure requirements that go into building a data center.
They teach you, like, from an OPSEC perspective, is that if you have, the building catches fire, you are to secure the classified information or destroy it, in the event that, you know, someone else can access it due to some emergency.
So it's the same thing with data centers, right? So there's extra… requirements that go into it. It's extremely expensive, by the way, because of that added governance layer that's involved. And AI does not eliminate these controls, either. In many cases, it makes them more important. If a model can summarize, infer, classified, or generate sensitive information, then the security architecture has to protect the lifecycle of that information.  Permanently.
And this is why also current AI cybersecurity conversation is so important.  

Barry:
Kyle, last question as we summarize things. Give me one-word answer. Who's our biggest threat in terms of AI?

Kyle Stephens:
China.

Barry:
It was great to have you here with us today. Thank you very much, Kyle. Enjoyed your presentation, and thank you very much for spending the time with us today.

Kyle Stephens:
Thank you so much, I really do appreciate it.

[Outro Music]


